KOMMNbOTEpPHbIE BUPYCHI

KOMMbOTEPHbI BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX NPOrpamMm, OT/INYUTESTbHOM
0OCOGEHHOCTbH KOTOpOIZ SIBMISIETCA CMNOCOOHOCTD K PasMHOXXEHUIO. B AOMNOJ/IHEHNE K 3TOMY,
BMPYCbl MOTYT NOBPEAUTb NN NOSIHOCTBI0 YHUUTOXUTL BCE (paisibl U faHHble,
NOAKOHTPOJIbHbIE NOJ/1Ib30BATENMH), OT MMEHWN KOTOPOIo 6blna 3anyueHa 3apa)KéHHaﬂ
nporpamMmMa, a Takxxe noBpeanTb Uian gaxe YHUHTOXNTL onepaunoHHYy0 CUCTEMY CO BCEMU

thaiinamu B uenom. B 60/bLUMHCTBE C/lyYaeB pacrnpoCTPaHSIHOTCS BUPYCbl Yepes MHTEPHET.
MeToAp! 3aLL1Tbl OT BPEAOHOCHbIX NPOrpaMmM:

1. icnonb3yii coBpeMeHHble onepaloHHbI€ CUCTEMbI , IMEIOLLME CEPbE3HbII
YPOBEHb 3aLLUTbl OT BPEAOHOCHbIX MPOrpamMm.

2. MNocToAHHO ycTaHas/mBai natum (LdpoBble 3anniatku, KOTopble aBTOMAaTUYeCcKu
yCTaHaB/IMBatOTCA C LeNblo opabTkn nporpammsbl) U Apyrme 06HOBNEHUS CBOEN
onepavLmoHHol cucteMbl. CkaumBaii UX TOMbKO C 0hMLMaIbHOrO caiTa paspaboTyrka
OC. Ecnu cywlecTBYET peXnm aBTOMaTUUYeCKOro 0OHOB/IEHWS, BK/IHOUM €r0.

3. Pa6oTali Ha CBOeM KOMMNbloTepe Nnoj npaBaMu Nosb3oBarens
a He afiIMMHMCTpaTopa. 3TO He NO3BO/IUT GOMbLUMHCTBY BPEAOHOCHbLIX MPOrpamm
MHCTa/1IMPOBaTbCSl HA TBOEM NEPCOHA/IbHOM KOMIbOTepe.

4. Vicnonb3yil aHTUBUPYCHbIE NPOrpaMmMHble NPOAYKTbI N3BECTHbIX
npov3BoauTeneil, C aBTOMaTU4eCckUmM 06HOBEHEeM 6a3.

5. OrpaHuub n3nYecknii AOCTYN K KOMMbIOTEPY A1 MOCTOPOHHUX JINLL,.

6. icnonb3yin BHELLHME HOCUTENW MHGDOpMaLMK, Takne Kak doneLuka, AUCK nnu caiin
N3 NHTEPHETa, TOMIbKO 13 NPOBEPEHHbIX UCTOYHUKOB .

7. He oTKpbiBaii KOMNbIOTEPHbIE haiinbl , NO/yYEeHHbIe U3 HEHAAEXHbIX
NCTOYHUKOB. [laxe Te hali/ibl, KOTOpble NpUc/iasl TBO 3HAKOMbIN. Jly4lle yTOYHM
y Hero, oTnpas/san /iu OH Tebe nx.

Cetn WI-FI

Wi-Fi — aT10 He BUA Nnepefayv AaHHbIX, He TEXHOMOMMS, a BCero b bpeHa, mapka. Ewe
B 1991 roay HuAepnaHackasa komnaHus 3apernctpupoana 6peHg «\WECA», uTto
o603Hauvaso crnosocoyeTaHne «Wireless Fidelity», kOTopblii NnepeBognTCs Kak

«becnpoBoHass TOYHOCTb».

[0 Hallero BpeMeHu aoluna apyras abopeBuatypa, kKotopast ABMSETCS TaKOW xe

TexHonornein. 3to abbpesuartypa «Wi-Fi». Takoe HazBaHue 6bI/10 JaHO C HAMEKOM



Ha CTaHAapT BbICLUMIA 3BYKOBO TeXHMKM Hi-Fi, UTo B nepeBoge 03Ha4YaeT «BblCOKast

TOYHOCTb».

[a, 6ecnnatHbIi MHTEpPHET-A0CTYN B kadie, OTeNsX 1 asponopTax ABASETCS OT/INYHOM
BO3MOXXHOCTbIO BbIXOAa B MHTEPHET. HO MHOre 3KcnepTbl CYMTALOT, YTO 06LLEA0CTYMHbIE

Wi-Fi ceTn He aBnsaTCca 6e30nacHbIMU.
CoBeTbl No 6e3onacHoCcTK paboTe B 06LLeAoCTynHbIX ceTax Wi-fi:

1. He nepeaaBaii CBOIO NIMUHYIO0 MHpOopMmayuto Yepes obuleoctynHole Wi-Fi ceTtu.
PaboTas B HKX, XenartesibHO He BBOAMUTb Naposin AOCTYNa, 10TMHbI U Kakne-To
Homepa.

2. Vicnonb3yii 1 06HOBNAN aHTUBUPYCHbIE NporpamMmmbl 1 6paHamayep. Tem cambiM
Tbl 06€e30Macylb cebs OT 3aKayku BMpyca Ha TBOe YCTPOMCTBO.

3. Mpwu ncnonbzosaHnn Wi-Fi otknoum dpyHkymio «O6Lwmii 4ocTyn K harinam
M npuHTEpam». JaHHas yHKUNS 3aKpbiTa No yMOHaHUI0, O4HAKO HEKOTOpbIE
nonb3oBareny akTUBMPYHOT eé ANs yao6CcTBa UCnosib3oBaHus B paboTe unm yyebe.

4. He ncnonb3yii nyénuunbiii WI-FI ansa nepegayv nnyHbIX gaHHbIX, Hanpumep Ans
BbIXOa B COLUMa/IbHbIE CETU WU/IN B 3NIEKTPOHHYIO MOYTY.

5. INonb3yil TONbKO 3awuweHHoe coeaumHeHue Yyepes HTTPS, a He HTTP, T. e. npu
Habope Beb-aapeca BBOAM MMEHHO «https://«.

6. B MobunbHOM TenedoHe oTKMoun PyHKUmMto «logknoyeHme Kk Wi-Fi
aBTOMartunyeckm». He gonyckain aBToMmaTM4eCcKoro noakto4eHns yCTponcTea K cetam
Wi-Fi 6e3 TBO€Ero cornacus.

CounanbHble ceTu

CounanbHble CeTU aKTUBHO BXOAAT B HaLLY XW3Hb, MHOTUE 104N PaboTatoT U XMUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH MUIMaps YenoBek, YTo ABNSAETCA OO4HOW
ceabMoli BCex Xxutesnen nnaHetbl. MHOrme nosib3oBarenn He NoOHMMatoT, YTO MHGopMaLus,
pasmeLleHHas UMY B COLMasibHbIX CETAX, MOXET ObITb HaleHa 1 UCMNo/Ib30BaHa Kem

yrogHo, B TOM 4ucsie He o06sa3aTenbHO ¢ 6narumm HaMepeHNAMN.
OCHOBHble COBETbI N0 6e30MacHOCTA B CoUMaUIbHbIX CETAX:

1. OrpaHuub cNUCOK Apy3eit . Y Tebsi B APY3bsAX HE AO/HKHO ObITb C/IyYalHbIX
N HE3HAKOMbIX JTOAEN.

2. 3awmuaii cBOK YacTHYH XU3Hb . He ykasbiBail naponu, TenegoHsbl, aapeca,
[laTy TBOEro POXAEHUSI U APYTYH0 INYHYIO NHCPOPMALMIO. 3/10YMbILLIEHHUKA MOTYT



MCNoNb30BaTh Aaxe UH(POPMaLM0 O TOM, Kak Tbl M TBOU poaUTeNn nnaHupyeTe
NMPOBECTU KaHWKY/TbI.

3. 3awmwiaii cBOK penyTauuio — AepxXu ee B YUACTOTE 1 3ajaBaii cebe BONpoc:
xoTen 6bl Tbl, YTOObI ApPYyrve Nonb3oBaTeny BUAENN, YTO Thl 3arpyxaellb? Mogymaii,
npexae Yem 4To-To ony6nMKoBaTb, HaNUcaTb 1 3arpy3nTb.

4. ECnv Tbl TOBOPULLBL C JIOABMW, KOTOPbIX HE 3Haellb, He UCMOJIb3YW CBOe
peanibHOE UMSA N PYTYH0 NINYHYO MHPOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO
y4ebbl 1 npoyee.

5. M136eraii pasmelleHns ootorpaduii B VIHTepHeTe, rae Tbl N306paxkeH
Ha MEeCTHOCTM, N0 KOTOPOI MOXHO ONpeaesiMTb TBOe MeCTOMNOJIOXKEHME .

6. Mpu perucTpauum B coLmasnbHOM CETU HEOBXOAVMMO MUCMO/b30BaTh CMOXHbIE
naponu , COCTOSILLIME M3 BYKB 1 LIMAPP 1 C KOIMYECTBOM 3HAKOB HE MeHee 8.

7. ANns counanbHoli CeTH, NoUThbl U APYrvX caliToB HE06X0AMMO
CNONb30BaTh pa3Hble naponu . Torga ecnu Tebsi B3/10MAOT, TO 3/10YMbILLIEHHUKN
nosyyat AOCTyn TO/IbKO K OAHOMY MECTY, a He BO BCE Cpaay.

ONEeKTPOHHbIe AeHbI
ONEeKTPOHHbIE AEHbIN — 3TO OYEHb YAO0OHLIV CNOCO6 NnaTrexei, OgHaKo CyLecTBYT

MOLLUEHHWKN, KOTOPbIE XOTAT NOJTY4YUTb 3TN OEHLIN.

3}'IeKTpOHHbIe AeHbIn NoABUINCb COBCEM HEAABHO N UMEHHO M3-3a 3TON0 BO MHOTUX

rocygapcTaax [0 CUX NOp He MPONMCaHO NP0 HUX B 3aKOHaX.

B Poccum xe oHU PyHKUMOHMPYIOT 1 O HUX YXKe NPOoNMcaHo B 3aKOoHe, rae UX pasaenstor
Ha HECKO/1IbKO BUAOB — aHOHUMHbIE N HE aHOHVMMHbIE. Pa3HuLa B TOM, YTO aHOHUMHblE —
3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoAuTb onepaunm 6e3 naeHTndukaumm
nonb3oBaTens, a B HEaHOHUMHbIX WAEHTUNKaLUN NoNb30BaTeNS SIBNSETCS
o06s13aTe/1bHOM.

Takke cnenyet pasnuyartb 3/1eKTPOHHbIE onaTHbIE AeHbIN (paBHbI FOCYAAPCTBEHHbIM

BaUl0TaM) 1 3/1EeKTPOHHbIE HedhmaTHbIe AeHbIN (He paBHbI FOCYAapCTBEHHbIM BaslOTaMm).
OCHOBHble COBETbI N0 6€30MnacHOl paboTe C 3/1EKTPOHHbIMUN AEeHbIaMW:

1. MpuBSAXM K cueTy MOOW/IbHbIN TenneddoH. DTO camblii YA0OHbIV 1 OGbICTPbIA CNOCO6
BOCCTAHOBUTb AOCTYN K cYeTY. [NpuBA3aHHbIli TeneoH NOMOXET, ecnv 3abyaelub
CBOW NNaTeXHbIin Napob WX 3aiifellb Ha calT ¢ HE3HAaKOMOro YCTPOMCTBa.



2. Ucnonb3yii ogHopa3oBble naposu . [locie nepexoga Ha yCUIEHHYHO
aBTopu3auuio Tebe yxe He ByAeT yrpoXxarb ONacHOCTb Kpaxu Un nepexsara
naaTexHoro naposs.

3. Bbi6epu cnoXHbIi naposnb . MpecTynHukam OyaeT He NPOCTO yraaaTtb C/I0XKHbIi
naponb. HagexHble naposiv — 310 naponu, KoTopble coaep)ar He MeHee 8 3HaKoB
N BK/IKOYAOT B Ce6A CTPOUHbIE M NPOMNUCHbIE BYKBbI, UNIPbI U HECKO/TbKO CUMBOJI0B,
Takune Kak 3Hak gonnapa, yHTa, BoCKaMUaTenbHblii 3Hak 1 T. n. Hanpumep, StRONg!;.

4.He BBOAU CBOU JIMYHbIE AaHHbIe Ha calitax, KOTOPbIM HE AOBEpPAELLDb.

DNeKTpoHHasa noyrta

DNeKTpoHHasA noyta — 370 TEXHOMOIMA N NpeoCcTaBIAeMbIe elo YCNYTn Mo Nepechisike
N NONTYYEHUIO 3MTEKTPOHHbIX COOOLLIEHWIA, KOTOPbIE pacnpenensatTcs B KOMMNbOTEPHOM
ceTn. OBbIYHO 3MIEKTPOHHbIM MOYTOBLIN AWMK BbIrNAAUT cneayowmnm obpasom:
VIMFI_I'IOJ'Ib3OBaTeI'IFI@I/IMﬂ_,D,OMeHa. Takxe KpomMe nepegadyn npocTtoro TekCta, MMeeTcA

BO3MOXHOCTb NnepefasaTb daisibl.
OcHOBHble COBETbI N0 6e30nacHo paboTe ¢ 3/1IEKTPOHHON NOYTOM:

1. Hapo BbibpaTb NpaBUNbHbIV NOYTOBbIV CepPBUC . B NHTEpPHETE €CTb OFPOMHbIN
BbIOOP GecniaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nydlle A0BEPSATb TEM, KOTO 3Ha€ELLb
N KTO NEePBbI B PEUTUHTE.

2. He ykasbliBaW B IMYHOI NOYTE NIMYHYIO MHpopMaLmio. Hanpumep, nydile BbibpaTb
«My3blKa/lbHbI_thaHaT@" nnun «pok2013» BmecTo «Temal3».

3. Vicnonb3yi aBYX3aTanHyo aBTopm3ayuto . 310 Korga noMuMo naposs Hy>XXHO
BBOAUTb KOA, NpUCblaeMblii no SMS.

4. Bbloepu CnoXxHbliA naponb . [ KaK[0ro noyToBoro swmyka fo/mKeH 6biTb CBOM
HaJEeXHbIA, YCTONYMBbIV K B3/7TIOMY Napo/ib.

5. Ecnv eCcTb BO3MOXHOCTb Hanvcarb caMOMy CBOW JIMYHbIA BONPOC , UCMO/b3Yi 3Ty
BO3MOXHOCTb.

6. icnonb3yih HECKOIbKO NOUYTOBbIX AWMKOB . [1epBbIil 47151 YaCTHON NePEnUCKM
C agpecatamu, KOTOPbIM Tbl fOBEpPSELLb. ITO 3/IEKTPOHHbIN agpec He Hafo
MCMNO/Mb30BaTb NPU perncTpauun Ha hopymax n camtax.

7. He oTKpbiBaii thaiinbl 1 Apyrne BNOXEHUSA B NUCbMAaXx, AaXKe eCN OHW NPULLN
OT TBOMX ApYy3€eil. Jlydlle YyTOUHN Y HUX, OTNPaBANN /1N OHU Tebe 3Tu dhaiinbl.

8.Mocne okoHYaHWA paboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKpbITUeM BKIaOKM
C caliTOM He 3abyab HaxaTb Ha « BbIATU ».



KnbéepbynanHr nnm BupTyasibHOe n3geBaTesibCTBO
KnéepbynnuHr — npecnegoBaHne coOo6LEHNAMN, COAEPXKaLLUMU OCKOPONeHus,
arpeccuto, 3anyrmBaHme; Xy/imraHCTBo, CounasibHOeE 6OI7IKOTl/IpOBaHl/Ie C noMouwbro

pasnNYHbIX NHTEPHET-CEPBUCOB.
OCHOBHble cOBeTbI N0 60pbbe ¢ kKMbepObyNMHIOM:

1. He 6pocaiica B 601 . /lyuwumii cnoco6: NOCOBETOBATLCS Kak cebst BECTU 1, ecnu
HET TOro, K KOMy MOXHO 06paTUTbCS, TO BHa4Yase yCrnokouTbCA. EC/iv Tbl HaYHeLb
oTBeYarb OCKOPO/EeHUSMN Ha OCKOpP6/1eHMs, TO TO/BKO elle 60/1blie pasoxkeLlb
KOH(PINKT.

2. YnpaBnau ceoeil knbeppenytaumen.

3. AHOHMMHOCTb B CeTU MHUMasA . CyLlecTByIoT CMoCo6bI BbIACHUTbL, KTO CTOUT
3a aHOHMMHbIM akKKayHTOM.

4. He cToUT BECTU XyNUraHCKnIA 06pa3s BUPTYyasibHOM XN3HU. IHTEpPHET dankcupyet
BCE TBOW AENCTBUSA N COXPaHSET UX. YoanuTb Ux OyaeT KpaliHe 3aTpyaHUTESbHO.

5. Cobniogaii CBOK BMPTYyasibHYHO YecTb CMOsIoAY.

6. UITHOpupy eanHNYHbIG Heratue. OgHOPa30Bble 0CKOPGUTE/bHbIE COOGLLEHMS
nyylie urHopvpoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HayanbHO cTaanu.

7. BaH arpeccopa . B nporpammax o6MeHa MrHOBEHHbIMY COOGLLEHUSIMUA,
B COL|MA/IbHbIX CETSX €CTb BO3MOXHOCTb G/IOKMPOBKM OTNPABKM COOBLLEHWI
C onpe/eneHHbIX aflpecos.

8.Ecnu Tbl cBUAETENb KMGepoynnuHra . Teou AeliCTBUS: BbICTYNUTb NPOTUB
npecrieqoBartessi, nokasarb emy, YTo ero AelicTBUSI OLLeHNBAOTCA HeraTMBHO,
noaaepXaTb XXepTBY, KOTOPOW Hy)Ha NCUX0/I0rMYeckas NoMOLLb, COOBLUTb
B3POC/1bIM O (aKTe arpeccUBHOrO NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTgOHbI 1 NNaHLWeTbl cogepxart B cebe BNosiHe B3POC/bli
doyHKLUMOHAN, 1 TENEpb OHW MOTYT KOHKYPMYPOBaThb CO CTauMOHapPHbLIMU KOMMbIOTEPaMMU.
OpHako, cpefCcTB 3alnTbl 4151 NOA0OHbLIX YCTPONCTB NoKa 04YeHb Masio. TeCcTMpoBaHue
M NOUCK yﬂ3BMMOCTel7I B HUX NPOUCXoANT HE TaK MHTEHCUBHO, KaK AJ1A MK, TO XXe camoe

KacaeTcsi U MOOU/bHbIX I'IpVIfIO)KGHVIVI.



CoBpeMeHHblE MOGU/IbHbIE Gpay3epbl Y)XXKe NPaKTUUYECKM AOrHa/IM HACTO/IbHbIE aHasoru,
OlHAKO pacluMpeHne dyHKLUMOoHaNa BneYveT 3a cob60i 60/MbLUYH CMIOXHOCTb Y MEHbLLYH

3alMLLEHHOCTb.

[aneko He Bce NpPou3BOAMTENM BblNyCcKakT 06HOB/EHNS, 3aKkpbiBarollmne Kputnyeckmne

YSI3BUMOCTW [/151 CBOMX YCTPOIACTB.
OCHOBHbIe COBETbI A/11 6e30MaCHOCTN MOGUNLHOTO TenedoHa:

1. Hnyero He siBnsieTcst No-HacTosiLeMy 6ecnniatHbiM. Byb OCTOPOXEH , Befb Koraa
Tebe npepnaraloT 6ecniaTHbI KOHTEHT, B HEM MOTYT GbITb CKPbITbI Kakune-To naaTHble
ycnyru.

2. Aymair, npexae uem otnpaButb SMS, (hoTo nnn Bnaeo. Tbl TOYHO 3HaELWb, rae
OHM ByayT B KOHEYHOM UTOre?

3. Heo6xoayMo OGHOBNATHL ONMepPaLVNoHHYH CUCTEMY TBOEIO CMapThoHa.
4. /icnonb3yil aHTUBUPYCHbIE NPOrpaMmbl /15 MO6U/IbHBIX TENEOHOB.

5. He 3arpyxaii NPUIoXXeHUs OT HEU3BECTHOIO UCTOUHMKA , BE€lb OHV MOTYT
coflepXaTb BPpeAoHOCHOE NporpaMMHoe o6ecrnedyeHue.

6. Mocne Toro Kak Tbl BblliAeLb C caiita, rae BBOAUA NIMUYHYIO MHOpMALMIO, 3aiiam
B HACTpolikv 6pay3epa 1 yaanu cookies .

7. Meproanyeckm NpoBepsiii , Kakue NaaTHbIe YCYTy akTUBMPOBaHbl HA TBOEM
HoMepe.

8. [laBain cBOW HOMepP MOOW/ILHOTO TeflepoHa TOMBbKO IFOAAM, KOTOPbIX
Tbl 3HaELlb 1 KOMY [0BepSsieLUb.

9. Bluetooth gomxkeH 6bITb BbIK/IKOYEH , KOr4a Tbl UM He Nnosb3yellbcs. He 3abbiBaii
NHOrAa NPoBepsATb 3TO.

Online urpobl

COBpeMeHHbIe OHﬂaVIH-MprI — 3TO KPpacCo4yHble, 3axXxBaTbliBalOLLNE pa3B/ied4eHnA,
06beAMHALME COTHN ThICAY YeI0BEK N0 BCeEMY MUpyY. VIrpokn nccnenyroT gaHHbIl

UM MUpP, 06LAaTCA APYr C APYTOM, BbIMOHAT 3a4aHWs, CPaXarTcs C MOHCTpamMu

N nosy4yaroT OnbIT. 3a YAO0BOJ/IbCTBME OHU NNATAT: NMOKYyNnakT ANCK, orJiadynBaloT aboHeMeHT

UM NPUOGPETAIOT KakKne-To oMLK,



Bce aTu cpeacTBa MayT Ha nogaepXaHue u pasBuTre UIpbl, a Takke Ha camy
6€30MacHOCTb: COBEPLUEHCTBYHOTCSA CUCTEMbI aBTOPU3aLM, BbIMYCKAOTCS HOBbIE NaTym

(umMdbpoBble 3aniaTku 418 NPorpaMm), 3aKpbIBalTCA YA3BUMOCTY CEPBEPOB.

B I'IOAO6HbIX nrpax CTont onacarbCA HE CTOJ/IbKO CBOMX COMEPHUNKOB, CKOJIbKO KpavkKu

TBOEro naposd, Ha KOTOpoM OCHOBaHa CUCTEMa aBTOpu3aLnn 60/bLUNHCTBA nrp.
OCHOBHbIe COBETbI N0 6e30MacHOCTU TBOEro MIrPoBOIro akkayHTa.

1. Ecnn gpyroin urpok Beget cebs naoxo uav cosgaet Tebe
HENPUATHOCTU, 3a6G/IOKNPYIA €ro B CNIUCKE UrPOKOB;

2. Noxanyiica agMUHUCTpPaATOpPaM Mrpbl Ha N0X0e NoBeeHe 3TOro Urpoka,
XenaresibHO NPUIOXKNTb Kakne-To AoKa3aTe/lbCTBa B BUAE CKPVHOB,

3. He ykasbiBai MUHYI0 MHOPMaLMIO B Npodpaiisie Urpbl;
4. YBaxkail Apyrux y4aCcTHUKOB MO Urpe;

5. He yctaHaBnuBaii HeouuasibHble natyv 1 Moabl;
6./cnonb3yil cnoXHble U pasHble Naposnu ;

7.[Jaxe BO BPEMS UIPbl HE CTOMT OTK/IHOYaTh aHTUBUPYC . [OKa Thbl Urpaelllb, TBOM
KOMMbIOTEP MOTYT 3apa3nTb.

OULLINHT NN KpaXa JINYHbIX AaHHbIX
OO6bIYHOI Kpadkeli fieHer U AOKYMEHTOB CErofiHs yXXe HMKOro He YAUBULLb, HO C Pa3BUTUEM
NHTEPHET-TEXHO/OMMIA 3M10YMbILLIEHHWUKN NEePEMECTUINCL B UHTEPHET, U MPOA0/HKaOT

3aHMMaTbCA «JTIOUMbIM>» OEN0M.

Tak nosiBMIacb HoBas yrpo3a: MHTEPHET-MOLLEHHMYECTBA NN (PULLVHE, TNaBHas Lenb
KOTOPOro COCTOUT B MO/TyYEHUN KOH(PMAEHLMaNbHbIX AaHHbLIX NOMb30BaTe1eil — NOrMHOB
1 naponei. Ha aHrnninckom a3bike phishing untaetca kak domwnHr (o1 fishing — pbi6Has

nosns, password — naposb).
OCHOBHble coBeTbI M0 60pbbe € PULLMHIOM:

1. Cnepgy 3a CBOMM akKayHTOM . Ecnn Tbl N003peBaellb, YT TBOSI aHKeTa 6bia
B3/10MaHa, TO He06Xx0AMMO 3a6/10KMPOBATh €€ 1 COO0BLLMTL aIMUHUCTPATOpam
pecypca 06 3TOM Kak MOXHO CKopee.

2. |/|CI'IOI'Ib3yl71 6e3onacHble Be6-caTbl , B TOM YNC/IE, NHTEPHET-MarasmHoB
N NMONCKOBbLIX CUCTEM.



3. Vicnonb3yii CNoXHbIe U pa3Hble Naposnu . Takum 06pa3om, ecnu Tebsi B3/10MaltoT,
TO 3/10yMbILLNIEHHMKM MO/TyYaT A0CTYN TO/IbKO K OAHOMY TBOEMY NPOU/IO B CETH,
a He Ko BCeM.

4. Ecnu Te6si B3noManu , To Heo6xoAMMo npeaynpeanTb BCEX CBOUX 3HAKOMBIX,
KOTOpble 406aB/EHbI y TeBS B ApY3bsiX, 0 TOM, UTO TeGSI B3/IOMasiv 1, BO3MOXHO,
OT TBOET0 MMEHU BYIET paccChliNaTbCsl CNaM U CCbIIKA Ha (PULLNHIOBLIE CaMThI.

5. YcTaHOBM HageXHblii naponb (PIN) Ha MOOWbHbIV TenedoH.
6. OTK/IIOUM COXpaHeHne napons B 6paysepe.

7. He oTKpbIBaii chaiinbl 1 gpyrie BNOXEHNs B NUCbMax, Aaxe eCc/iv OHU NPULLIN
OT TBOMX ApY3eid. Jlyylle yTOUHM Y HUX, OTNPaBISNN N OHK Tebe 3T daiinbl.

LindopoBas penyrtayms

LincbpoBas penyrauums — 3TO HeraTuBHas Uan No3nTUBHasA MHGopMaLmsa B CETU O Tebe.
KomnpomeTupytowan nHgpopmauns pasmelleHHass B UHTEPHETE MOXET CEPbe3HbIM
06pa3oM OTPa3nTLCS Ha TBOEW peasibHO XU3HW. «LindposBas penytaymsa» — 3TO TBOW

NMUOK, KOTOPbIA popMmpyeTca U3 nHdopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTeNbCTBA, y4ebbl, TBOe (DUHAHCOBOE NOSIOXKEHNE, 0COBEHHOCTU XapakTepa

N pacCkasbl O 6/IM3KNX — BCE 3TO Hakan/MBaeTcs B CETMU.

MHorvie NogpoCTKN NETrKOMbIC/IEHHO OTHOCATCS K MyGAMKaLmMn NMYHO nHdhopMaLmm
B VIHTEpHETe, He NOHNMas BO3MOXHbIX NMocneAcTBuid. Thbl faxe He CMOXellb AorafaTbCs
0 TOM, UTO choTorpadomsi, pasmellieHHas 5 NeT Haszaz, ctasia NPUYMHOI oTKasa NPUHATb

Tebsa Ha pabory.

KommeHTapun, pasmelleHme TBOMX dpotorpadonin n gpyrme AeicTBUA MOryT He UCUYE3HYTb
[laxe nocrie Toro, Kak Tbl UX yAa/ b, Tbl HE 3HaELLUb, KTO COXPaHW/ 3Ty MHGopMaLumio,
nonasa Sin OHa B NMOMCKOBbIE CUCTEMbI Y COXPaHWU/IaCh /IN OHa, a rMaBHoe: YTO NogymMaroT
0 Tebe oKpyxatoLee /oan, KOTopble HanAyT 1 yBUAAT 3T0. HaliTn MHopmaymo MHOro
NET CNyCTA CMOXET /10601 — Kak U3 f06pbIX NOBYXAEHWIA, Tak N C HAMepeHVeM

NPUYNHUTL Bpen,. DTO MOXET ObITb KTO YrogHo.
OCHOBHble COBETbI N0 3aLmTe LMdpPoBOM penyTauuu:

1. Moaymaii , npexzae 4yem 4yto-To Ny6/AMKoBaTb 1 NepefasaTh y cebsi B 6r1ore nnm
B COLMaIbHON CEeTU.



2. B HacTpolikax npodnns ycTaHOBU OrpaHMYyeHnst Ha MpocMoTp TBOero npoduns
1 €ero coflepXXMmoro, caenali ero TONbLKO «Ana apysei» .

3. He pa3meLyain n He ykasbiBail MHChopMaLuio, KOTopas MOXET KOro-
NMMB0 OCKOPONATL NN 06MXKATb.

ABTOpCKOE npaso
COBpeMeHHbIe LUKO/TbHUKN — aKTBHbIE NOJS1Ib30BaTE N Ll,VICprBOI’O NpoCTpaHCTBA.
Op,HaKO OaJ1eEKO HE BCE 3HAIOT, YTO NOJ/iIb30BaHNE MHOIMMMN BO3MOXHOCTAMU Ll,VIdeOBOI’O

Mupa TpebyeT cob/oAeHnsl NpaB Ha UHTeNNeKTyaslbHyH0 COGCTBEHHOCTb.

TEPMUH «UHTENNEKTya/lbHasA COGCTBEHHOCTb» OTHOCUTCS K Pa3/IMYyHbIM TBOPEHUSAM
4e/I0BEYECKOr0 yMa, HauMHasi C HOBbIX N306peTEeHNIA U 3HAKOB, 0603HaYAOLLMX
COBCTBEHHOCTb Ha NPOAYKTLI U YCYTW, 1 3akaHuYMBasi KHuramu, potorpacmsamu,

KI/IHOCbI/II'IbMaMI/I N My3blKaJ/TbHbIMW NMPON3BEAEHNAMN.

ABTOPCKME NpaBa — 3TO NpaBa Ha MHTENIEKTyaslbHYt0 CO6CTBEHHOCTb Ha NMPOU3BEAEHNS
HayKW, IMTepaTypbl 1 UCKycCTBa. ABTOPCKME NpaBa BbICTYNatoT B KAYeCTBe rapaHTum Toro,
YTO UHTENNEKTYasIbHbIA/TBOPUYECKUIA TPy aBTopa He GyeT HanpacHbIM, AAcT emMy
crpaBe//IMBble BO3MOXHOCTU 3apaboTaTh Ha pesynbratax CBoero Tpyaa, nonyumTb
M3BECTHOCTb 1 NpU3HaHne. HUKTO 6e3 pa3peLLeHns aBTopa He MOXXET BOCTPOU3BOANTb
ero Npov3BeieHre, pacnpocTpaHaTb, Ny6/IMYHO AEMOHCTPUPOBATL, NpoaaBaThb,
MMMNOPTUPOBATbL, MYCKaTb B MPOKAT, My6ANYHO UCMO/HATL, NMOKa3bIBATb/UCMOMHATb

B 3achvpe unu pasmMelyatb B VIHTEpHETE.

icnonb3oBaHmne «NpaTcKkoro» NporpaMMHOro 06ecnevyeHnst MOXET NMPUBECTU K MHOTUM
prckam: OT NoTepU JaHHbIX K TBOMM akkayHTam A0 6/10KMPOBKM TBOETO YCTPOICTBA, rae
YCTaHOB/IEHHBIN HE NerasibHas nporpaMmma. He cTouT Takke 3abbiBaTb, YTO CyLLECTBYET

nerasbHble N 6ecnniartHble nporpamMmsbl, KOTOPbIE MOXHO HaNTN B CETMW.

O nopTtasie #ceTeBnNYOK

CeTeBNYOK.pth — TBOI rNaBHbI COBETUMK B CETU. 3€Cb Thl MOXELLIb Y3HaTb

0 6€30MacHOCTU B CETU NOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPU BO3HNKHOBEHUM
KPUTMYECKOI CUTyaummn 06paTUTbCS 3a COBETOM. A TakkKe NPUHATb yyacTue B KOHKypcax

1 CTaTb CambIM LIMPPOBbLIM rpaxaaHnHOM!


http://xn--b1afankxqj2c.xn--p1ai/
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